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Chapter 11 - Investigative Processing

1101 Security and Suitability Investigations

Every position in the Department requires some leve of investigative processing for suitability and security.
This chapter covers processng procedures required for security and suitability investigations and the
relationship to position sengtivity and risk designations.

A. Investigative Requirements.

1. Suitability investigations provide an assessment of an individud's potentid likelihood to promote the
effidency and integrity of the Department's operations when filling a particular pogtion. Security
investigations are dso used to determine if employment or retention in employment is consistent with the
national security. The investigative process for both types of investigations develops information and
evauatesthe background of employees and non-employees associated with the Department. Thefindings
or facts ascertained through security investigations are used to determine digibility for accessto nationa
security information (covered in Chapter 12) or for specia access program determinations (covered in
Chapter 15). Generd guidance showing the minimum type of security and suitability investigation for eech
sengtivity or risk leve isprovided in Appendix C, Minimum Requirementsfor Background Investigations.
Guiddines for both human resources managers and security contacts in initiating requests for
investigationsand fulfilling reporting requirementsfor the security and sitability investigationsareinduded
in Appendix D, Processing Personnd Security and Suitability Investigations.

2. Employees appointed to any Department of Commerce position may be subject to suitability
investigation. Employeesare subjected to suitability investigations upon initial appointment to the Federa

Service, upon regppointment after abreak in service of 24 or more months. Current Federal employees
gppointed to Department of Commerce positions may be subjected to further investigation if the position
to which they are being appointed carries a higher risk designation than that for which they were
previoudy investigated. Employees will be subjected to investigation for access to nationd security

information prior to or immediately following entrance-on-duty in accordance with the provisons of the
Security Manud. In generd, thetype of investigation to be conducted isbased on the pogition's sengtivity
or risk level designation.

3. Many norn-employees are subject to investigation if they have an officid association with an operating
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unit or departmentd office. In generd, thetype of investigation to be conducted, if required, will be based
on the risk associated with the individud's work and the anticipated period of association with the
Department.

B. Protection of Investigative Sources and Materials. Applicable regulations which pertain to
safeguarding classified information and to the handling of investigetive reports will be grictly observed. No
classfied information, nor any information which might compromise investigative sources or methods or
otherwise identify confidentia sources, shal be disclosed to any employee, to hisher counsd or
representative, or to any other person not clearly authorized to have the information.

C. Reinstatement of Terminated Employees. No person whose employment has been terminated by the
Department under the provisionsof 5 U.S.C. § 7532, E.O. 10450, as amended, E.O. 12968, or any other
security or loyaty program, shal bereinstated, restored to duty, or re-employed in the Department unlessthe
Secretary findsthat such employment isclearly consstent with theinterests of the national security. No person
whose employment has been terminated by any department or agency, other than the Department of
Commerce, under 5U.S.C. § 7532, E.O. 10450, asamended, E.O. 12968, or any other security or loyalty
program, shdl be employed in the Department unless the Secretary finds that such employment is clearly
consstent with the interests of the nationa security and unless the Office of Personnel Management (OPM)
determines that such person is digible for such employment. The finding of the Secretary and the
determination of OPM shal be made a part of the personnel record of the person concerned.

1102 Typesof Security and Suitability I nvestigations

A. Typesof Security and Suitability I nvestigations. Thefollowing types of investigations are used for
making security and suitability determinations in the Department of Commerce. These invedtigations are
prescribed by the Office of Personnel Management. When preparing request packages for investigations,
supervisors should refer to Appendix D, Processing Personnel Security and Suitability Investigations.

1. National Agency Check (NAC). TheNAC consstsof record searches of nationd, state, and local
law enforcement and investigative indices. The NAC may aso involve acredit check that is conducted
by the Office of Security. The Office of Security conducts NACsaspart of the pre-gppointment process
when a request for temporary digibility for access is received. (Although a pre-gppointment check
consstsof asearch of nationd indicesby the Office of Security, theterms*NAC” and “ Pre- Appaintiment
Check” are not interchangesable snce not al NACs are conducted prior to appointment.)
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2. Special Agreement Check (SAC). The SAC consgts of amodified Nationd Agency Check and
includesOPM, DOD, and FBI checks. (OPM conducts Special Agreement Checksfor the Department
of Commerce.) Specid Agreement Checks are used to obtain kackground information on nor:
employees such as short-term trainees, students, or other individuas requiring temporary access to
departmentd facilities.

3. National Agency Check and Inquiries (NACI). The NACI consgs of an NAC plus written
inquiries and record searches covering employment, residence, education, and credit history during the
past five years.

4. AccessNational Agency Check and Inquiries(ANACI). TheANACI consgsof theNACI plus
acheck of dl local law enforcement agencies where subject has lived worked or gone to schooal in the
past five years and a credit search over the preceding seven years. The ANACI is the minimum
requirement for granting digibility for accessto classfied information & the Secret leve for non-critical
sensitive postions.

5. National Agency Check with Law and Credits (NACLC). The NACLC isused astheinitid

investigation for contractorsat the Confidentia, Secret, and Department of Energy “L” accesslevels. Itis
a 50 used asthereinvestigation product for both contractors and Federal employeesat the Secret access
levels. The NACL C consgsof thebasic NAC plusarecords search covering dl resdence, employment,
education, and credit history during the most recent five-year period and to dll locationsof admitted arrest
with a credit check over the past seven years.

6. Child Care National Agency Check with Inquiries (CNACI). The CNACI wasdesigned by a
consortium of Federa agencies which offer child care services. The scope of the CNACI includesthe
basic Nationd Agency Check with Inquiries (NACI) and gtate crimind history repository (SCHR) checks
for dl gates of resdence. Other coverage e ements, such asacredit search, are available by request, or
when certain background conditionsexist. The CNACI meetstheintent of 42 U.S.C. 813041 aswell as
the minimum suitability investigation requirements directed for Federd employment under E.O. 10450.

7. Minimum Background Investigation (MBI). The MBI conddts of a subject interview, credit
higory, and dl the components of an NACI covering the most recent five-year period for law
enforcement checks and seven years for credit checks.

8. Limited Background Investigation (LBI). TheLBI consstsof aNAC, subject interview, persona
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interviews with selected sources covering specific areas of asubject'sbackground during the past oneto
three years, and written inquiries, record searches, and a credit check for the past five to seven years.
Within the Department of Commerce, however, the LBI isno longer used for background investigations.
It will be replaced by the ANACI for Noncritica-Sengtive positions requiring access to Secret
information.

9. Background Investigation (Bl). The Bl condgts of a NAC, subject interview, written inquiries,

record searches, credit check, and persona interviews with sdlected sources covering employment,

residence, education, and law enforcement agencies during the most recent five-year period but not less
than two years with a credit check up to seven years.

10. Single Scope Background I nvestigation (SSBI) (replacesthe Specid Background Investigetion).
The SSBI consstsof aNAC, subject interview, writteninquiries, record searches, credit check, persond
interview with selected sources covering employment, residence, education, and law enforcement
agencies during the most recent ten year period plusa NAC on the subject's spouse or other individud
bound to the subject by economics, affection, or living arrangements. A credit check will bemade onthe
past seven years.

11. Periodic Reinvestigations - (PRI) and (SSBI-PR). The PRI for a Secret clearance and the
SSBI-PR for aTop Secret clearance conssts of no lessthan an updated SF-86 and areview of related
personnd security files. In addition, a NAC, subject interview, record searches, credit check, and
resolution of any issuesraised since thelast investigation or during the preceding five years, whichever is
longer, is ordinarily warranted.

12. Reimbur sable Suitability I nvestigation (RSl). The RSl isagpedificissueinvestigation to resolve
pertinent information developed by an NAC or NACI. Theinvestigation isinitiated a the request of the
recalving agency to provide additiond information to resolve a security or suitability issue.

13. Upgrade Investigation (UGI). The UGI consists of aNAC, subject interview, record searches,
credit check, and persond interviews with sdected sources covering specific areas of the subject's
background sincethe last investigetion. Theinvestigation isused to upgradeapreviousinvestigation (LBI
to Bl or Bl to SBI) to provide adequate investigative basis for an employee's movement to a higher
senstivity leve.

14. Update I nvestigation (UDI). TheUDI consstsof the same coverageasaprior investigation (LBI,
BI, or SSBI) during the 13 to 60 months since the previous investigation. This investigation is required
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when there has been a break in service more than one year sSnce the previous investigation.

B. Release of Investigative Reports. Persond information collected from employees, gpplicants, and
non-employees is protected by the Privacy Act of 1974. Reports of investigation may be released only in
accordance with the provisons of the Privacy Act or Freedom of Information Act. The subject of the
investigation must submit a Privacy Act request directly to the agency conducting the investigation. For
example, for the Department of Commerce, the Office of Personnd Management (OPM) istheinvestigative
agency that conducts most of the background investigations for sensitive and risk designated positions. The
subject of the investigation would have to submit a Freedom of Information Act request (FOIA) directly to
OPM to obtain a copy of the investigative report.

1103 Investigative Requirementsfor Applicantsand Employees

A. General Requirements. The minimum type of investigation to be performed is dependent on the
designation of the position to which an individua is gppointed. The servicing human resources manager or
loca adminigrative office, as appropriate, will provide the necessary investigation-related forms and
ingructionsto gpplicants and/or new employeesin accordance with the leve of investigation required for the
risk and sengtivity desgnations of the posdtion. Appendix C, Minimum Requirements for Background
Investigations, provides guidance for the minimum investigetive processng requirements for each leve of
position sengtivity or risk desgnation. Completion of theminimuminvestigative requirementsassociated with a
position sengitivity designation must not be construed as authority for the employeeto have accessto classified
information. If the duties of the position require accessto classfied information, an gppropriate level security
clearance must be obtained as prescribed in Chapter 12.

B. National Security (Sensitive) Positions. TheSpecial-Sensitive, Critical-Sensitive, and Noncritical-
Sensitive desgnationsarethenationd security designationsfor sendtive postionsin the Department. Each of
these designations requires a favorable pre- gppointment check conducted by the Office of Security before
appointment. The pre-appointment check is conducted to verify and adjudicate a previoudy completed
investigation, to establish atemporary investigative basisfor gppointment, or to provideabassfor waving the
investigative requirement for a Criticad- Sensitive position before appointment. A pre-appointment check will
normaly require a minimum of three to five working days to complete. Additiona time may be required
depending upon thefactsin the particular case or upon other € ements beyond the control of the Department.
Operating officids should plan accordingly and initiate pre-appointment checks at the earliest possible date
after selection and prior to the desired entrance- on-duty date. When preparing therequest packagefor any of
the following positions, supervisors of employees being investigated should refer to Appendix D, Processing
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Personnd Security and Suitability Investigations.
1. Special-Sensitive Positions.

a No person shdl be gppointed, detailed, or assgned to a nationa security postion designated
Specid- Sengtive until a satisfactorily adjudicated SSBI not more than five years old, or updated
within the most recent five-year period, hasbeen completed. Commitment for such an gppointment
may not be made until the Office of Security has advised the servicing human resources manager that
the SSBI requirement has been met and favorably adjudicated.

b. The pre-gppointment investigative requirement may not be waived for gppointment to positions
designated Specia- Sensitive (see 5 CFR Part 732.202).

c. In addition to a successfully adjudicated investigation, any person under consideration for a
position designated Specid- Sendtive due to specid access program considerations a so must meet
the specia access clearance requirements set forth in Chapter 15, Specid Access.

d. Theincumbent of each Specid- Sengtive pogition shal be required to submit the appropriate forms
to the Office of Security toinitiate aPeriodic Reinvestigation (SSBI-PR) five years after completion
of the previous investigation, or & least once during each succeeding five year period, or when
requested by the Office of Security. The Office of Security will notify an employee ssupervisor of this
requirement through their servicing security officer prior to the employeds five-year anniversary.

e. An employee occupying a Critical- Sengtive position at the time that it is upgraded to a Specia-
Sengtive designation as the result of an unanticipated change in duties may continue to occupy the
position upon the satisfactory completion of aNAC and Credit Check and during the investigation.
However, accessto classified information in the Specid- Sengtive program will not be permitted until
the gppropriate investigation has been completed and favorably adjudicated. The appropriate
investigation must be initiated as a 35-day expedite case (see Appendix D, Processng Personnd

Security and Suitability Investigations) within 14 days of the Specia- Sendtive designation.

f. An employee occupying a non-nationa security (risk) position a the time that it is upgraded to a
Specia-Sendtive designation as the result of an unanticipated change in duties, may not continue to
occupy the position prior to the favorable completion of the SSBI or UGI. Normdly, the employee
or individua will be detailed to another position or to unclassified duties pending completion of the
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investigation.

g.- An employee, atransferee, or an gpplicant who has a previoudy completed SSBI less than five
years old may not occupy a Specia- Sengtive podtion until the Office of Security has verified and
favorably adjudicated the investigation. The individual may need to certify in writing thet there has
been no change in the rlevant information since the individud’ s last background investigation. The
Office of Security, in consultation with the servicing human resources management office and the
management supervisor, will coordinate the gppointment and entrance-on-duty on a case-by-case
basis.

Critical-Sensitive Positions.

a No person shdl be appointed, detailed, or assigned to aposition designated Critical- Sengtiveuntil
asatisfactorily adjudicated Bl (or SSBI when Top Secret clearance has been requested) has been
completed. Commitment to such an gppointment may not be made until the Office of Security has
notified the servicing human resources manager that the Bl or SSBI requirement has been met and
favorably adjudicated.

b. The Director for Security, or his desgnee, however, may waive the requirement for the prior
completion of aSSBI for a Critica- Sendtive position that requires accessto Top Secret information
in an emergency Stuation when deemed in the nationd interest. The waiver can be approved only
after aNAC and Credit Check have been favorably completed and when the required investigation
has been submitted to OPM. If the required investigation isnot favorably adjudicated, accessto Top
Secret information will be immediatdly terminated, along with any assgnment requiring an access
digibility approvd. In consultation with the Office of Security, the sarvicing human resources
management office and the operating unit will ensure the individua isappointed to another position or
terminated from employment.

c. In addition to a successfully adjudicated investigation, any person under considerdtion for a
position designated Critical- Sengitive, due to the need to access Top Secret information, aso must
meet other security clearance requirements set forth in Chapter 12, Access to Nationa Security
Information.

d. Theincumbent of a Critical- Sengtive position shdl be required to submit the appropriate formsto
their servicing security officer to initiate a Periodic Reinvestigation (SSBI-PR), when Top Secret
accessis required, five years after completion of the previous investigation or at least once during
each succeeding five years, or when requested by the Office of Security. The Office of Security will
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notify theemployee' s supervisor through their servicing security officer whenthereisaneed toinitiate
afive-year reinvestigation.

e. An employee occupying aNoncritical- Sengtive or anon-sengtive (Risk) position a thetimethat it
is upgraded to a Critica- Sengtive designation requiring access at the Secret leve, astheresult of an
unanticipated changein duties, may continueto occupy the position upon the satisfactory completion
of an NAC and Credit Check; however, the Background Investigation must beinitiated asa 35-day
expedited case within 14 days of the Critical- Sengtive designation. If the required investigation isnot
favorably adjudicated, the servicing human resources management office and the operating unit, in
conaultation with the Office of Security, will ensuretheindividua isappointed to another position that
does not require access to nationa security information.

f. Anemployee or atransferee who has apreviousy completed Bl or SSBI lessthan five yearsold
cannot be offered or appointed to a Critical- Sendtive pogtion until the Office of Security has verified
and favorably adjudicated the investigation or received certification from the relinquishing security
office of afavorable Bl or SSBI, provided that the individua has remained employed by the same
employer during the period in question, the employee certifiesin writing that there has been no change
in the reevant information provided since the employee's last background investigetion, an
appropriate record check reveas no unfavorable information, and thereis no information that would
tend to indicate the employee may no longer satisfy the standards established by E.O. 12968.

0. Appointment to a Critical- Sendtive position may be made based upon aBI or SSBI that ismore
than five years old when a favorable pre-gppointment check is obtained; however, aUDI must be
initiated within 14 days of the employee's gppointment to the pogition if the employee hashad abresk
in service of more than two yearsor if the Bl, SSBI or most recent UDI ismorethan fiveyearsold,
provided that the employee certifies in writing that there has been no change in the reevant

information provided since the employee's last background investigation, an appropriate records
check reved s no unfavorable information, and thereis no information that would tend to indicate the
employee may no longer satisfy the standards established by E.O. 12968.

Noncritical-Sensitive Positions.

a Pogtions requiring access a the Secret level (without risk factors that elevate the postion to
Critica- Sengtive) are identified as Noncritical- Sensitive. No person shall be appointed, detailed, or
assigned to a pogition designated Noncritical- Sengtive until a pre-gppointment check, including a
credit check, has been satisfactory completed. Retention in the Noncritical-Sengtive postion is
contingent upon the subsequent completion of an ANACI that has been favorably adjudicated. The
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ANACI must beinitiated no later than 14 days after an employee's gppointment to the position and
“entrance-on-duty.” If the required investigation is not favorably adjudicated, gppointed to the
position must be immediately terminated. The Office of Security, in consultation with the servicing
human resources management office and the operating unit manager, will then coordinate the
gppointment of the individua to another position or terminate his or her employment.

b. In addition to a successfully adjudicated investigation, any person under consderation for a
position designated Noncritical- Sendtive, due to the need to access Secret information, also must
meet other security clearance requirements set forth in Chapter 12, Access to National Security
Information.

¢. An employee occupying anon-sendtive (Risk) position at thetimethat the positionisupgradedtoa
Noncritical- Sengtive designation, as the result of an unanticipated change in duties, may continueto
occupy the position subject to the satisfactory completion of a pre-gppointment check by the Office
of Security. If theemployee doesnot have aprevioudy completed, favorable ANACI, he or shemay
not continue to occupy the position until an NAC has been completed and favorably adjudicated. The
investigation must be initiated within 14 days of the position’s upgrade to a Noncritical-Sengtive
designation. During the conduct of pre-appointment checks, if acompl eted background investigation
(acurrent ANACI, LBI, BI, or SSBI) is located and has been favorably adjudicated, no further
processing beyond the pre-gppointment NAC isrequired. If thereguired investigation isnot favorably
adjudicated, the servicing human resources management office and the operating unit, in consultation
with the Office of Security, will ensure the individud is appointed to another position that does not
require access to national security information.

d. An employee occupying a Noncritica- Sendtive position requiring digibility for accessto Secret
information must undergo a periodic reinvestigation (PRI) every ten years. In addition, the Office of
Security will request an update investigation (UDI) when potentidly derogatory information is
discovered during the PRI or admitted on processing forms such as the OF-612 or SF-86.

e. Anemployee, atransferee, or an applicant who hasaprevioudy completedNACI, ANACI, LBI,
BI, SBI, or other smilar investigation, may not be offered or gppointed to a Noncritical-Sengtive
position until the Office of Security has verified and favorably adjudicated the investigation or an

upgrading investigation has been initiated, if required. The gppointment can be madeif theindividud

has remained employed by the same employer during the period in question, the employee certifiesin
writing that there has been no change in the relevant information provided since the employee' slast
background investigation, and that there is no information that would tend to indicate the employee
may no longer satisfy the standards established by E.O. 12968.
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C. Non-Sensitive (Risk) Positions. All Department of Commerce positions, regardless of their nationd
Security sengtivity designation, must have aposition Risk designation of High, Moderate, or Low Risk. High
Risk and M oder ate Risk position designationsare aso known as Public Trugt posgitions. Ingructionsonthe
desgnation of risk levels and the factors used to determine risk level can be found in DAO 202-731,
Handbook on Suitability.

1. Appointmentsto risk postionsare not normally contingent upon the compl etion of an investigation prior
to gppointment; however, employment in these positions is subject to the satisfactory completion of an
gppropriateinvestigation. In addition, Low Risk and most Moderate Risk positions do not requireapre-
appointment check prior to appointment; however, High Risk positions and Moderate Risk positionsin
the information technology (IT) occupations and those with “globa access’ to an automated information
system require favorable pre-appointment checks prior to gppointment.

a. The SF-85, Questionnaire for Nonsengtive Positions, is used to request investigations for Low
Risk and Moderate Risk positions. The SF-85P, Questionnaire for Public Trust Positions, will be
used to request investigations for High Risk positions.

b. Appointmentsfor aperiod of morethan 180 daysto intermittent, temporary, or seasond positions,
or of aiens being employed outside the United States shal be processed as determined by the risk
level of the position and the previousinvestigation of the selectee, except as otherwise determined by
the Office of Human Resources Management.

2. Individudsemployedin High Risk positions, or Moderate Risk positionsin the Information Technology
occupdaions, and those at the Moderate Risk level with “globa access’ to an automated information
systemn, shdl be subject to reinvestigation as deemed necessary, but not less frequently than once every
fiveyears

3. Applicantsfor positionsdesignated at the Low or Moderate Risk level will not normaly requireanew
background reinvestigation provided the applicant has previoudy undergone the required level of
investigation with favorable results and has not had a break in Federd service of 24 months of more.
Pogtions in Moderate Risk postions in the Information Technology occupations, and those at the
Moderate Risk level with “globa access’ to an automated information system, shall be subject to a
favorable a pre-gppointment check prior to gppointment, regardiess of a previoudy completed
investigation.

a Thesearvicing human resources office will review the gpplicant’ sOfficia Personnd Folder, and/or
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contact the previous Federd employer or the Office of Personnel Management to verify previous
completion of thereguired leve of invedtigation. If the servicing human resources manager isunableto
veify investigative processing by these means, the Office of Security may be contacted to assist in
obtaining the information.

b. Based on the name, socid security number, and date and place of birth of the subject in question,
verification will be made by the Office of Security through a computer link between the Office of
Security and OPM’ s Federa Investigative Processing Center (FIPC) in Boyers, PA. Prior to OPM's
computerization of many procedures at the Federal Investigations Processing Center, the favorable
completion of the NACI was indicated by a slamp placed on the SF-171 which states" Processed
Under Section 3(a), Executive Order 10450." Investigative results disclosed by the NACI were
noted on the SF-171 by a"Results of Investigation Under 3(a) of Executive Order 10450 Furnished
Requesting Agency's samp.” Since 1988, OPM has furnished a Certificate of Investigation that
notes the type of investigation and the date of the investigation aswell asidentifiers of the subject of
the investigation to be filed in the subject’'s OPF. If dl effortsto verify apreviousinvestigation fail,
then the gppropriate investigation must be initiated.

4. When an employee transfers from another Federa agency to a nonsendtive postion in the
Department and the appropriate investigation initisted by the reinquishing agency has not been
completed, the servicing human resources manager must submit arequest to OPM to obtain the results of
any previoudy completed or pending investigation. The request should include the individud’ sorigina
gpplication form (OF-612) from which the empl oyee was gppointed to the Department of Commerce,
any information received by voucher or other means which would tend to identify the ongoing
invedtigation, and atranamitta |etter sating that an investigation had been initiated previoudy in connection
with the gppointment in the rdinquishing agency. Theletter must identify therelinquishing agency, indicate
the type of appointment and authority for gppointment in the Department, and request that the results of
the investigation be forwarded to the requesting human resources office.

D. Investigative Requirementsfor Employment of Aliens

1. Appointment to Non-Sensitive Positions for 90 Days or |ess.

a An dien may be employed in a nonsengtive (risk) postion for aperiod of 90 days or less only
after the completion of the requirements set forth in paragraph B. below. For purposes of this
subparagraph, technical or scientific positionsthat do not require accessto classified information or to
restricted areas and which do not involve adminigrative or policy forming responshilities may be
considered Low Risk positions.
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b. Pre-gppointment processing for non-sengitive positionswill beinitiated as prescribed in Appendix
D at least 30 daysprior to the proposed appointment. The pre-gppointment request must identify the
individud as an dien, request concurrence in the proposed gppointment, and transmit an SH-86,
Quegtionnaire for National Security Positions, containing the dien’s biographicd nformation. A
fingerprint card (FD-258) dso is required if the dien isresiding in the United States at the time of
application or has had previous resdencesin the United States, which cumulatively amount to ayear
or more. The appointment may not be mede until concurrence is recelved from the Director for
Security. It will not be necessary in such casesto initiate the post- gppointment NACI investigation
required for non-sendtive postions.

2. Appointment to Non-Sensitive Positions for more than 90 Days.

a. Employment up tooneyear: Animmigrant dien may be appointed to anon-sengtivepostionin
the Department for a period of more than 90 days not to exceed one year only after afavorable Bl
has been completed. When recommended by the head of the operating unit concerned and approved
by the Chief Financid Officer and Assstant Secretary for Administration, a scientific or technical

position, which does not involve adminigrative or policy-forming respons bilities and which does not
involve access to classfied information or to restricted areas, may be consdered a Low Risk

Pogtion.

b. Employment for morethan oneyear: Immigrant diensmay bere-appointed after aone-year
gppointment or may be appointed initialy to non-sengtive postionsfor indefinite periods (exceeding
one year) dfter the completion of a favorable BI, provided that the immigrant dien has formdly
declared his or her intention in writing to become a U.S. citizen prior to the making of such an
indefinite appointment. When recommended by the head of the operating unit concerned asbeingin
the best interests of the Government and approved by the Chief Financid Officer and Assstant
Secretary for Adminigtration, a non-immigrant dien or an immigrant aien who has not declared an
intention of becoming aU.S. citizen and who has been given aone-year gppointment under conditions
described above may be re-gppointed for atemporary appointment of one year or less.

3. Appointment to a National Security Position. An immigrant dien appointed to a non-sengtive
position, as prescribed above, will be digiblefor assgnment to asensitive position only after having been
employed in the Department for a continuous period of not less than three years, demondrating to the
satisfaction of hisher employers complete trustworthinessand acontinuing and Sncere desireto becomea
U.S. citizen. Such appointment will be made contingent upon the satisfactory completion of a pre-
appointment check (see Appendix D). Any temporary security clearance granted under these conditions
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will be limited to the specific projects for which employed. A find security clearance will not be granted
until the ANACI has been favorably adjudicated and the employee has presented a Certificate of
Naturalization to the Office of Security as evidence of U.S. citizenship.

1104  Investigative Requirementsfor Non-Employees

The following information describes the requirements for investigative processng for non-employees.
Appendix C, Minimum Requirements for Personnd Investigations, provides the minimum requirements for
investigative processing of non-employees for risk positions and for positions requiring access to classfied
information. Guideines for initiating the investigations are provided in Appendix D, Processing Personnel
Security and Suitability Investigations.

A. Contractors. Invedtigative processing for contract personnd is divided into two maor categories.
unclassfied contracts and classfied contracts. Unclassfied contracts involve no access to classfied
information. Classified contracts involve access to classfied information and are referred as Classified or
Sengitive contracts.

1. Non-Classified Contracts.

a Every contract employee who performs work designated as Low Risk within a Department of
Commercefacility for longer than 180 days must undergo investigative processing. All other contract
personnd must undergo investigative processing according to the risk level of the contract. The
contracting officer'stechnica representative (COTR), in conjunction with operating unit management
and security contact, isresponsible for assigning arisk designation to each contract where work will
be performed in the Department. Within each contract, the contracting officer must include
information that defines the investigative processing requirements associated with the contract's risk
level. Sample language isincluded in Appendix F, Contract Language for Moderate and High Risk
Contracts and Appendix G, Contract Language for Low Risk Contacts.

b. The COTR isresponsiblefor initiating the investigation request package for a contract employee.
The request package is submitted to the Office of Security through the security contact or servicing
security officer. The following procedures describe the investigative requirement for contract
personnd by risk level.

(1) A contract at the High Risk leve requires a pre-employment check prior to “entrance-on-
duty” withaBl initiated no later than three days after the start of the person's performance on the
contract.
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(2) A contract a the Moderate Risk level requires the initiation of an MBI no later than three
days after the start of the person’ s performance on the contract.

(3) AttheLow Risk leve, requirementsare based on the expected duration of the contract. If the
contract exceedsoneyear, aNACI mugt beinitiated no later than three days after the start of the
subject's performance on the contract. If the contract will last over 180 days but less than one
year, a SAC must be initiated no later than three days after the beginning of the subject's
performance on the contract. Low Risk contracts with a duration of less than 180 days do not
ordinarily require processing. At the discretion of the security contact, aSAC may be requested
for Low Risk contracts of short duration where unusud circumstances exist and warrant the
processing for the contractors involved.

2. Classified Contracts. Individua facility security clearances are required for al contract work
involving accessto dassfied information. On acase-by-casebas's, individua contract personnel security
clearances may be granted by the Director for Security for short-term dassfied work. Refer to Appendix
D, Processing Personnd Security and Suitability Investigations, paragraph D.3, Processing Invedtigations

Guest Workers, Resear ch Associates, Experts, Consultants, Long-Term Vigtors,and Trainees.

1. This paragraph prescribes the security requirements, known as “ Security Assurance,” for guest
workers, research associates, experts, consultants, long term visitors, trainees, and other individuaswho
have smilar associations with the Department. The provisons of DAO 202-311, Voluntary and
Uncompensated Services, and DAO 202- 304, Employment of Individua Expertsand Consultants, are
aso pertinent to this subject and shall be applied by al operating units.

2. Functions performed by these non-employees are assgned risk designations. U.S. citizenssarvingin
positions designated Low Risk who expect to remain with the Department for morethan 180 daysshall
be subject to investigative processing. Non-citizens serving in positions designated L ow Risk who expect
to remain with the Department for more than ten working days within 12 consecutive months shal be
subject to investigative processing. Low Risk investigative processing is described in Appendix D,
Processing Personndl Security and Suitability Investigations, paragraph D.3, Processing Investigations.
Postionsdesignated at the M oderate or High Risk level must undergo additiond investigative processing.
The Department will accept active security assurance reviews conducted by other Federd agencies if
verifigble by a servicing security officer.

3. Completion of the security assurance processing requirements set forth in this chapter does not
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automaticaly permit visitors or other categories of non-employees associated with the Department to
have access to classfied information or to restricted areas. Security clearances for such purposes, as
diginguished from security assurances, must be obtained in accordance with applicable security
regulations.

4. Whilethe Department alows guest workers, research associates, expertsand consultants, and trainees
accesstoitsfadilities, thefind authority for determining the acceptability of such individuasbelongstothe
Department. The operating unit head shal make certain that the provisons of the Security Manud aremet
before assigning or agresing to assgn anindividua to adepartmenta facility within hisor her unit,andmay
prescribe additional control measures as necessary.

5. If the duties of a guest worker, research associate, or trainee appear to fdl within the generic

description of aNational Security position (paragraph 1003), the head of an operating unit mus providea
written statement to that effect to the Office of Security through their servicing security officer. The
gatement should includeinformation describing the particular type of involvement that appearsto crestea
smilar Studtion to thet for a sengtive postion.

C. Short-term vistors are defined as non-Federa employees on officid business to departmental facilities,
making visits which do not extend beyond 30 working daysfor citizens or ten working daysfor non-citizens
within a consecutive 12-month period, and which do not involve access to classfied information or to
restricted areas. NO security assurance processing is required for short-term vigitors, but managers of
operating unitsto be visited shdl make definitive arrangements, such as escorts, to prevent accidental access
to redtricted areasor to classified information during thesevidts. Ingenerd, however, assgnmentsor vistsof
foreign nationals that entail potential access to redtricted areas or to classfied information should be
discouraged.

D. Projects Sponsored by Other Federal Agencies. When aproject being conducted in aDepartmental
facility is being carried out by another Federa agency, the investigative processing requirements of the
sponsoring agency shdl apply unless other arrangements are made.

E. Processing M ember ship for Departmental Advisory Committees. Security and suitability processng
is required for al nominees for membership on departmenta advisory committees who require access to
classfied information. Committee Liaison Officersfor each operating unit coordinate the process of obtaining
accessto classfied information. The procedures are set forth in the Committee Handbook and Appendix D,
Processing Security and Suitability Investigations.

F. Security Clearance Requirements Applicableto Non-Employees. All non-employeeswhorequirea
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Security clearanceto meet contract or other obligationswith the Department will beinvestigated and granted a
security clearance in accordance with the provisons of the Nationd Industrial Security Program Operating
Manua and paragraph 1104 of the Security Manud.

G. Child Care Workers Employed at Commer ce Facilities.

1. In compliance with 42 U.S.C. § 13041, child care centers located in Department of Commerce
facilities must have background checks conducted on their employees. GSA conducts such checkson

child care providerswhen the child care center islocated in a GSA- controlled facility. Currently, thereare
departmenta facilities usng GSA-approved contractors as well as contractors not processed by GSA.

The security contact or servicing security officer must verify that appropriate background checks were
conducted on each employee of the contract provider. When a GSA-approved contractor isnot used,

the security contact or servicing security officer isresponsible to ensure that appropriate checks have been

conducted. Asoutlinedin 42 U.S.C. § 13041, theminimum crimina history checksfor applicantswill be
afingerprint check of therecordsin theldentification Divison of the FBI and acheck of the sate crimina

history repositories of al addresses listed on the gpplication for employment as either current or former
resdences. Additiondly, the application for employment will contain a question asking whether the
individua has ever been arrested for or charged with acrimeinvolving achild, and, if so, the manager will

require adescription of the dispogition of the arrest or charge. The application shal date that it isbeing

signed under pendty of perjury. Wherethislanguageisnot included on the gpplication for employment, a
separae sheet with this information should be attached.

2. The sarvicing security officer will work with the COTR and ensure that the gppropriateinvestigation is
initiated for personsbeing hired with child careresponsbilities a departmenta facilities. An operating unit
may hireastaff person provisondly prior to the completion of abackground check if, at dl timesprior to
receipt of the background dheck during which children are in the care of the person, the child care
provider must be within sight and under the supervision of astaff person whose background check has
been successfully completed. OPM currently offersthe CNACI investigation for child care workersto
meset the requirements of the Public Law. Thisinvestigation must be used to comply with the Public Law.
An operating unit may hireagtaff person provisionadly prior to the completion of the required background
check provided that, whencaring for children, the undeared individual must a dl timesbewithin thesght
and under the supervision of astaff person whaose background check has been successfully completed.

1105 Investigative Results

A. Initial Report of Investigation (ROI). After the personnd investigation has been completed, OPM or
other investigative agency will forward the ROI to the Office of Security. The Office of Security will review
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the ROI only to determine the purposefor theinvestigation (e.g., upgrade of clearance for current employee,
new security clearance, suitability oninitid gppointment, etc.) and will process the ROI asindicated below.

1. If the purpose of the investigation is to make a nationa security access digibility determination only
(e.g., upgrade of an existing clearance, a new clearance for a current employee aready subjected to
suitability investigation, areinvestigation for security clearance renewd, etc.), the Office of Security and
the gppropriate servicing security officewill review and adjudicatethe ROI. After afind security decison
has been made, the Office of Security will forward the OFl 79A to OPM.

2. If the purpose of theinvestigation isfor asuitability determination only (e.g., the position hasno nationd
Security access requirements), the Office of Security will forward the ROI to the servicing human
resources management office for appropriate action under the provisions of the DAO 202-731,
Department of Commerce Suitability Handbook. The servicing human resources management office will
forward the OFl 79A to OPM &fter afind suitability decison has been made.

3. If the investigation is for suitability and nationa security access (e.g., a newly gppointed employee
with no previous Federd service to a podition requiring both suitability and security investigation), the
Office of Security will forward the ROI to the servicing human resources management office for
suitability adjudication. When this action is completed, the servicing human resources management
office will take the following action.

a. If the suitability determination is unfavorable, the individud is not hired or cannot continue to be
employed. The servicing human resources office will forward the OFI 79A to OPM. A copy of
the determination, which will serve as natification of the suitability determination, will be sent to
the Office of Security.

b. If the suitability determination is favorable, the servicing human resources office will fill in that
portion of the OF 79A and forward this form and the ROI to the Office of Security for the
Security adjudication. Upon completion of the security adjudication, the Office of Security will
forward the completed form to OPM.

B. Obtaining Supplemental Information.

1. OPM characterizes reports of investigation as either Ano issues,i or Awith issuesi When asuitability
determinationis necessary, investigationswith “noissues’ arenormally certified ascompleted (sameasa
favorable adjudication) by the servicing human resources management office without the need for
additiond information, suitability adjudication, or further action. Investigations “with issues’ normaly
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require additiona information to clarify, enhance, refute, or otherwise mitigate or substantiate the limited
information or “issues) found in the initid investigation. In addition, information may be needed from
sources other then those identified in the initial investigation to clarify or confirm information that would
mitigate or substantiate the issue or issues.

a. If the additiona information needed rel atesto law enforcement activities such as court documents,
case dispogition reports, etc., the servicing security office will assst the servicing human resources
management office in identifying, obtaining, interpreting, and anelyzing the information.

b. If the additiona information needed is related to experience, conduct in previous employment, or
education, the servicing human resources management office, in collaboration with the cognizant
management officid, will identify, obtain, and andyze the information for either a suitability or a
national security investigation, or both.

2. Subject to the provisons of applicable statutes and executive directives, the subject of theinvestigation
must be given an opportunity to explain or refute information obtained in the investigation or from
additiona sources prior to the agency-s find adjudication for suitability and/or security purposes.

Actions Upon Final Adjudication.

1. Once suitability adjudication procedures have been followed for suitability or mixed investigationswith
favorableresults, the servicing human resources management officewill follow the procedures outlinedin
DAO 202-731, Handbook on Suitability, to include certifying the completion of the action, and/or
notifying OPM of the results (in cases Awith issuesf)), and notifying the Office of Security of the resultsif
the position also has nationa security access requirements.

2. After the suitability process has been gpplied and the issues have been evauated, if one or more
serious issues (AD@ leve) that could potentialy deny employment to an applicant remain, the servicing
human resources management officewill forward arecommendation for final adjudication to the Office of
Human Resources Management (OHRM). OHRM has find adjudication responsbility for AD( issue
cases for auitability.

3. If amixed case, OHRM will collaborate with the Office of Security on thefina disposition of the case
and the find action to be taken. For nationa security only investigationsresulting in AD{ issue cases, the
Office of Security will take the lead in collaborating with OHRM on thefina dispostion of the case and
fina action to be taken.

Section 11 — Personnel Security
Chapter 11 — Investigative Processing
April 4, 2003
Pace 11.18



Pl
a*}'!p .l“’g%ﬁ U.S. DEPARTMENT OF COMMERCE
5 B g MANUAL OF SECURITY
& POLICIES AND PROCEDURES

*N;g of

4. Possible actions resulting from unfavorable suitability/security adjudications include:

a Reection of a sdlectee for the position.

b. Acceptance and appointment of the selectee.

¢. Removad of the appointee/femployee.

d. Revocation/denid of the clearance.

e. Reassgnment of the gppointee employee to a nonsengtive postion.

f. Retention of the appointee/employee coupled with gppropriate disciplinary action.

5. Unfavorable suitability or security adjudications may be appeded for further review. Appeds of
unfavorable suitability determinations only are described in DAO 202-731, Handbook on Suitability.
Appeds for unfavorable security determinations are described in Chapter 14, Suspension, Denid, and
Revocation of Accessto Nationa Security Information.
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